
hatterbox
Compl

Via Overnisht lWail
Marlene H. Dortch
Office o.Fthe
Federal Commission
445 t2tfi St. S.W.
Washingfonl DC 205

Customer

Dear Ms, Ddrtch:

Please find theattached Annual
Certification for

Please call rrpe if you any que$lons

Encls.
cc: BCPI

ByronrMOCoy

P.O.  Box  111.
el= 9L4-7L4-O7O9

Compliance

Information
end ofyear 2010.
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Annual 47 C.F.R. S: 64.2009(e) CpNt Certification of
GoldFn Holdings, Inc.

2010
EB Docket 0&36

10,2011

Julia Max
Fonn 499 Filer lD:
Nanle of Sfinertory
Titler of Signakrry: Secretary

l, Julia Man:,
an agent of
opemting
See 47 C.F,R.li:

Attached to thris
prooedures en$ure
of thre rules.

Golden Holdings
at eilther stale
data brokers in the
the processes
taking to prolect

Goldren Holdiryysr not.received any customer complaints in the past year conceming the
of CPNI.unauthorized

Julia Man
Assistant Secretary

that I am an officer of Golden Hordings, lnc. ("Golden Hotdings,), and acting asHold.ings, I have penspnal knowledge that'Golden Holding-s fras estabffsneo
t!9t are adequate to ensure compiiance with the commiision', CFrvr ,pr.t01 et seq.

:19: ]:_L, accom.galying starement explaining how Gotden Hotdings,
rt s rn comptiance with the rquirements set forth in sectbn &t.2001 et seq.

not taken any actions (proceedings instituted or petitions filed by a company
sion, the court system, or at thscommiission against data brokens) ag'ainstyear. companies must report on any information they have with respect to

s are using to atterrrpt to access cplNl, and what iteps companies are

Phone 202.332.5997



sIllI_EU_E U' REFARDING o PERAilNG pRoc EDU REs tM PLEM ENilNG 4z c.F.R.
slJBpAR'r u cqvERNtNG THE USE OF CUSTOMER pROpRtETARy NETWORK

TNFORMATTON (,,CPNl")

Golden operatesias a
only to business
specifically addressed i customer contracts, and each business customer is assign-ed its own
designatr-.d account

t.

Golden has not
because Golden does
approval. Golden cloes
contractor or any other
CPNI in i7 fir€nry@r requires customer approval, it witt do $o in accordance with the
approvaltand notice specified in 47 CFR SS 64.p007- 64.2008 of the
Commission's rulrss.

procedures in plarce to
Golden has

Golden will properrly

(a) In percon
customer must prcvide

Golden lloldings, Inc. (
with Part 64 of Titler 47
Information ("CPNl") $

without Golden's
customer.

olden"), has established policies and procedures to assure compliance
the code of Federal Regulations, subpart u - customer proprietary
.2001et. seq. of the Commission,s rulesi.

er of wholesale international services, and provides retail services
Provisions regarding the treatment of customer cpNl by Golden are

notification to its customers and has not asked for approval to use cpNl
t use cPNl outside of the areas that are allowed without customer
of share customers cFNl with any joint ,venture partner, independent
ird party. In the event that at a future time Gotden decides to use

that customers are properly authenticated prior to disclosing cpNl.
lte a customer prior to disclosing ClpNl as follows:

- the customer must be personally known by the employee or the
valid photo lD matching the customer,s account informition.

customer-initiated telephone contact, if the customer first provides
.as described in paragraph (d) below that is not prompted by the carrier

rn will only disclose call detail infornration by sending it to the
or by calling the customer at the telephone number-of record. lf the

, then Golden may discuss the call dellail information provided by the

information, or account information, prior to allowing the customer
to a telecommunioations service account. Once authenticated, the

(b) r access to GPNI. Golden willonly disclose call detail information over
the telephone, based
Golden with a password
asking for readily biographical information, or account inrformation. lf the cuitomer does
not provide a password,
customer's address of
customer is able lo calldetail information to Golden during a customer-initiated call

(c) Online to GPNI. Golden will authenticate a oustomer without the use of
readily aviailable bio13r
online access to CPNI
customer may only obtai online access to cPNl related to a telecommunications service account
through a password that not prompted by Golden asking for rearJily available biographical
information, or account i

(d) of a Password and Back-up Authentication Methods for Lost
or Forgotlten To establish a password, Golden must authenticate the customer
without the use of available biographical information, or account information. Golden may
create a biack-up authentication method in the event of a lost or forgotten password, but

method may not prompt the customer for readily available

)

such back-up custonner



biographical
password or ther
must establish a new

(e) Notifical
immediartely whenever
lost or fcrrgotten

to businerss customers.
in their contracts, and

dedicate<l account
identified in

!?J,1',1:nn(e)abovecoroen,sousi;;;;"$;:;:"::X'iili,f,[""'

breach, Ciolden vyill as
after reasonable
Service (IJSSS) anct

' or account information. rf a customer cannot provide the correctresponse for the backrup customer autreniication method, the customerssword as described in this p"r"grfh.. 
-""

111f^accgunt changes. Golden wiil prompty notify custom,erspassword, customer n
Js ontine ,^^^r,h+ ̂.:r,ryI:: to a back-up means of autherntication foron tin e accou nt, or adb ress or''.oro'i. [;;;;;' ;:,";'r'.,c?rlT 

lor

f,J.i::T:L::l:',_T,":.:,?n_" sent oycoro"n to tn" terephone number
;;,:lg;ni:r reco rd, a n d wi I | -n oi '"";i til;; ilffi i#fi1,?iffi :i Tj

custorners - at this tirnre, the only retail services provided byr Golden areGorden and its custom€rs addreis isiue,s or cpr.ir pioLciiJir s-p"eciricarry
Ui,fl :L"T[iy-*l j'tr:::_T,"Ih"1f ronrthe"rtd;ti;;il;'p]rileoures

after 7 full business days have passed after notification tor the USSSS or FBI has requested an extension. 
- -"-'

rdinarily urgent need tq notify affected customers or the pubric sooner in
3nd ilep3rabre harm, it wiil 6e.don" onrv' .it"r consurtation vvith the

rcation and records of approval if used _ five years
campaign if used - one year

notificati'on may be, thr,
of recorcl, or by maril to
sent to the new

(f)

(a) Notify custom,ers
and the FlBl unlesis the

(b) lf thr:re is an
order to arroid

a

relevant inrvestigatinlg
9.I.__col99n shal cooperate with tne rer'ervant in";tigJ;; il;;;;Y,verse effects of such customer notification.

any brcaches discovered, notifications nnade to the usss and the FBIcustomers. The record wiil incrude if avaitibte, oatesLiJis"iiuiru 
"no;cription of the CpNt that was tne suO;eci oitnb Or"r.h, ;;; ,ih;',

request to minimi::e any

(c) Mainrtain a record
and notifications nrade
notificationr, a detariled
circumstances of the ' Golden sharr retain the record ror a nrinimulri'o-#ffi;

(d) Include a sutmrnary

lV. Record Retention

the hrreach in the annuar compriance certificate fired with the FCC.

Golden shallretain all
Golden has; established:

regarding CPNI. Following are the minimum retentiorn periods

o l3P,Nl

a

a

a

: five years
/\nnual - five years

e training certification * five years
information - two years.o l\ll


